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Motivations: Cypherpunk & Privacy 

“Privacy is necessary for an open society in the electronic 
age. [...]. A private matter is something one doesn’t want 
the whole world to know […]. Privacy is the power to 
selectively reveal oneself to the world.”



  

Motivations
● Email usage still grows: it won’t die. It’s the most important and largest 

federated identity system. Free identity choice possible by principle.
● We have Mass Surveillance, now even widespread in countries we 

considered safe.
● Emails flow between people like postcards, even if encryption (in 

transit) since Snowden revelation as of 2013 increased a lot.
● Citizens, enterprises and public offices have a right to be protected.

Mass Encryption and Mass Anonymization are needed to counter this.
● Messages should be encrypted and signed by default, for privacy and 

security reasons (e.g., phishing attacks).







  

Challenges: Need for automation

● For email, “good”privacy already exists (i.e., with PGP/OpenPGP 
implementations).

● But: Most users are not able to use email encryption tools like GnuPG, Sequoia 
PGP etc. (properly): its usability must be fixed through automation.

● We need not just good, but automatic and easy privacy.
● Email architecture as a challenge, other than chat / instant messaging systems, 

not a silo, no vendor lock-in; not just “one app”.
● That is, coverage / interoperability as a major problem

– in terms of clients and platforms and keeping compatible to existing S/MIME and 
OpenPGP systems (cf. https://openpgp.org/).

– in terms of the underlying crypto engine involved (e.g., GnuPG, Sequoia PGP, NetPGP 
etc. (cf. https://sequoia-pgp.gitlab.io/openpgp-interoperability-test-suite/results.html)





  

Example Msg. flow (simplified)
A

Privacy Status for B: Unencrypted

Auto-Generate key pair (if no key yet)

A sends message to B (public key, e.g., attached), not encrypted

Privacy Status for B: Encrypted (but unverified)

B sends message to A (public key, e.g., attached), encrypted

Privacy Status for B: Encrypted (but unverified)

A and B (successfully) verify authenticity of 
involved public key pairs over an alternative 
channel (e.g., phone line)

Privacy Status for B: Confidential [Trusted] Privacy Status for A: Confidential [Trusted]

Privacy Status for A: Unencrypted

Auto-Generate key pair (if no key yet)

B



  

Questions

● ???
● ...
● Ask!


